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Message Text 

UNCLASSIFIED 

PAGE 01 ABIDJA 02772 181715Z 
ACTION SY-05 

INFO OCT-01 AF-08 ISO-OO OC-06 CCO-OO /020 W 

190947Z 113591 /21 

R 181555Z MAR 77 
FM AMEMBASSY ABIDJAN 
TO SECSTATE WASHDC 2552 
INFO AMEMBASSY 

UNCLAS ABIDJAN 2772 

FOR A/SY/OPS/DO FROM RSO 

E.O. 11652: N/A 
TAGS: ASEC 

SUBJ: POUCH SECURITY VIOLATION 

REF ACRA 2009 

1 . FOLLOWING MESSAGE FROM ACCRA REPEATED FOR YOUR ACTION. 

QUOTE. USAID ACCRA RECEIVED FROM DEPT ENVELOPE MARKED 
QUOTE UNCLASSIFIED-PRINTED MATTER AIR POUCH UNQUOTE ON 
MARCH 16, 1977 VIA THE EMBASSY UNCLASSIFIED DISTRIBUTION 
SYSTEM. WHEN USAID MAILROOM CLERK OPENED ENVELOPE, INTERIOR 
MANILA ENVELOPE MARKED QUOTE SECRET UNQUOTE (BUT WITHOUT 
ADDRESSEE) WAS DISCOVERED. MAILROOM EMPLOYEE TOOK ENVELOPE 
IMMEDIATELY TO USAID/EX AMERICAN SECRETARY WHO OPENED IT 
AND FOUND 3 COPIES OF FEB 1977 OPEN FORUM, CLASSIFIED SECRET. 

ALSO IN ENVELOPE WAS JF-6, NUMBER V1357181, IN THREE COPIES 
DATED 3 MARCH 1977, MARKED QUOTE FROM DISTRIBUTION N10PAV/D 
B927 NS UNQUOTE. 

IT DOES NOT APPEAR DOCUMENTS WERE COMPROMISED BUT REQUEST 
GUIDANCE ON DISPOSITION. HOLDING ALL MATERIAL MY FILES 
PENDING YOUR REPLY. SMITH UNQUOTE. 

2. REQUEST INVESTIGATION BE CONDUCTED. 

UNCLASSIFIED 

UNCLASSIFIED 

PAGE 02 ABIDJA 02772 181715Z 

3. FOR ACCRA: REQUEST HOLD DOCUMENTS UNTIL ARRIVAL RSO. 

STEARNS 


UNCLASSIFIED 
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Message Attributes 


Automatic Decaptioning: X 

Capture Date: 01 -Jan-1 994 12:00:00 am 

Channel Indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Sent Date: 18-Mar-1977 12:00:00 am 
Decaption Date: 01 -Jan-1 960 12:00:00 am 

Decaption Note: 

Disposition Action: n/a 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 

Disposition Date: 01 -Jan-1 960 12:00:00 am 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1977ABIDJA02772 

Document Source: CORE 

Document Unique ID: 00 

Drafter: n/a 

Enclosure: n/a 

Executive Order: N/A 

Errors: N/A 

Expiration: 

Film Number: D770094-0925 
Format: TEL 
From: ABIDJAN 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1977/newtext/t19770348/aaaabovc.tel 

Line Count: 57 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE, ON MICROFILM 
Message ID: 7e007db6-c288-dd11-92da-001cc4696bcc 
Office: ACTION SY 

Original Classification: UNCLASSIFIED 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: n/a 
Previous Handling Restrictions: n/a 
Reference: n/a 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 13-0ct-2004 12:00:00 am 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 3072265 
Secure: OPEN 
Status: NATIVE 

Subject: POUCH SECURITY VIOLATION 
TAGS: ASEC 
To: STATE 
Type: TE 

vdkvgwkey: odbc://SAS/SAS.dbo.SAS_Docs/7e007db6-c288-dd1 1-92da-001cc4696bcc 
Review Markings: 
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